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1. OPENEDMS SERVER ENVIRONMENT

Database Servers:

e MS SQL Server 2000
e Microsoft SQL Server 2000 Desktop Engine (MSDE 2000)

SMTP Server:
e Required for email forwarding and workflow notification.
Servlet Engine:

e The OpenEDMS Document and Workflow Management System implements
J2EE Servlet technology. It can be deployed in any servlet engine that supports
servlet 1.3 specification.

Sun Java Development Kit:
e Version 1.3 or higher.
A valid OpenEDMS License Key:

e Visit http://www.altimate.ca/contact.html to find a local sales office; requests can be
sent by email to info@altimate.ca

Optional Components:

¢ Avalid X509 server certificate for SSL protocol support
e FTP server for directory and batch transfers
e Web server

1.1 STARTING THE OPENEDMS SERVER

If the Tomcat servlet engine was installed with the OpenEDMS server, the installation
program will have created a corresponding menu item on the Start menu: under
Programs, select Altimate OpenEDMS and click Start Tomcat.

If OpenEDMS was installed with an alternative servlet engine, it can be started once the
current servlet engine has been reset.

To verify OpenEDMS server installation, start the web browser client by selecting the
OpenEDMS menu item from the Altimate OpenEDMS program folder, or visit
http://localhost:8080/edms to connect directly to the OpenEDMS server.

1.2 SYSTEM SECURITY FRAMEWORK

The robust OpenEDMS security framework guards against infiltration and protects
documents and data from unauthorized exposure. There are three levels of security within
the security framework:
e Transport Layer Security covers data encryption and the Secure Socket Layer
(SSL) protocol for transporting data
e Server Level Security addresses firewalls, filtering routers, operating systems,
and data integrity
e Host Level Security deals with system transmissions and administration

OpenEDMS Administrator Guide
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1.2.1 TRANSPORT LAYER SECURITY

Transport Layer Security consists of several components which function together to
uphold the confidentiality of information transferred over the Internet. Secure Socket Layer
(SSL) is an open security protocol that allows users to establish a secure channel for
communicating with the OpenEDMS server through any SSL-compliant, 128-bit encrypted
browser (such as Netscape Navigator 7.0 or Microsoft Internet Explorer 6.0).

SSL employs highly effective, universally accepted cryptographic techniques to ensure
that the information passed between browser and server is authentic, that it cannot be
deciphered by a third party, and that it has not been altered or compromised en route. SSL
also utilizes a digitally signed certificate, which confirms that the user is communicating
with the OpenEDMS server and not with a third party attempting to intercept the
transmission.

An SSL-enabled browser session will display a lock icon 1 in the lower right-hand corner
of the browser window. Once a secure connection has been established between the
browser and the server, the user must provide a registered user ID and valid password
before he/she can access OpenEDMS. This information is encrypted and stored by the
server while a request to log on to the system is processed.

To further ensure the security of user IDs and passwords, all OpenEDMS sessions
automatically time-out after a fixed period of time has elapsed (dependent on server
settings). The OpenEDMS Directory Monitor or web browser interface may be used to
encrypt highly sensitive documents with an individuated public key stored in the server
repository. In order to encrypt a file, a user must have read-permission and be able to
retrieve a valid certificate; a user can also use his or her own certificate to encrypt the file
for personal use.

1.2.2 SERVER LEVEL SECURITY

All transactions sent to OpenEDMS must first pass through a filtering router, which
automatically directs the request to the appropriate server after ensuring the method of
access is a secure browser. The routers verify the source and destination of each network
packet and determine which packets are allowed through the filter. The filtering routers
also work to prohibit all other types of Internet access, blocking all non-secure activity, and
defending against unauthorized server access.

OpenEDMS uses Password Based Encryption (PBE) to encrypt all files stored on the
server. The system administrator defines the encryption password in the OpenEDMS
System Configuration module. Authorized users can then use this password to encrypt
folder and files imported in the repository. OpenEDMS automatically decrypts files for
authorized users who have at minimum Read-level access to OpenEDMS. You can create
encrypted folders, sub-folders, or files. All sub-folders and files created in an encrypted
folder are by default encrypted.

OpenEDMS Administrator Guide
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1.2.3 HOST LEVEL SECURITY

Once authenticated, a user may process authorized transactions using host data.
Communication time-outs ensure that the request must be received, processed, and
executed within a fixed time frame; any outside attempt to delay, disrupt, or alter the
process will be unsuccessful. Further password encryption techniques are implemented at
the host level: user passwords are withheld even from the system administrator.

In addition, OpenEDMS exhaustively records and stores all user registrations, log-in/log-
out activity, file access, and file operations in the form of system audit reports. These
inclusive log files provide a chronological history of system resource usage and
comprehensive audit trails of all domain activity.

System audit reports contain such information as the user ID and IP address of the
individual responsible for each system action, as well as the name of the file or folder, the
nature of the operation, the date, and the time of the action. This allows system and
domain administrators to trace every action or operation to its exact origin, ensuring strict
compliance with internal and/or external regulatory standards.

OpenEDMS Administrator Guide
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2. SYSTEM ADMINISTRATION

This guide is intended for those users designated by their organizations as the system
administrator for OpenEDMS. In this guide you will learn how to:

Log in and modify passwords

Use the OpenEDMS administrative tools
Set-up file identification

Configure and use WebDAYV with OpenEDMS

2.1 LOGGING IN & MODIFYING PASSWORD SETTINGS

The default system administrator login ID and password are as follows:
User Name: system
Password: openedms

Note: all passwords are case-sensitive.

It is recommended that you change the default password after logging in: click on the
displayed user name at the bottom of the active window (e.g. System Admin @
OpenEDMS) to access the administrator profile where you can create a new password.

Of-u«ED M S Change Langusge: [Ergiah 5]

The internet sakman for documents e e

P

B DpenEDMS - User Login

User Mame | |

—

Domain | [OpenEDMS

Sign In LR |

i s
e welcoma to Bostontach

Pariners

Figure 1: OpenEDMS Login Screen

To select a preferred language, other than the system default (English), click on the
Change Language drop-down list.

When logging in, you must specify a domain from the Domain drop-down list (a newly
installed system will only display a single domain). Once logged in, the system
administrator can create and configure any number of additional domains, as required by
your implementation plan. You can also designate a default domain for the system. For
more information refer to the Domain Management section of this guide.

The File Browser is displayed by default when you log in to OpenEDMS. In the System
Configuration component of the Administrative tools, you can click on Default Panel
Configuration to change the panel that is displayed when users log in to OpenEDMS.

OpenEDMS Administrator Guide
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3. ADMINISTRATIVE TOOLS

When you first log in to OpenEDMS, the File Management > File Browser dialog is
displayed. To access the administrative tools, click on Administrative Tools in the left

side panel.
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Figure 2: OpenEDMS File Browser

The Administrative Tools dialog is displayed.
Administrative Tools

User Management
Create and manage domain members; view member profiles;
reset passwords; delegate login

Document Class Design
Create and modify document classes using custorn metadata
to develop and refine 3 docurnent index

System Permissions
Authorize select groups or users to perform system
operations

Workflow Management
Design, modify, and manage workflow templates

CA Certificate Management
Import a new CA certificate

File Status Settings
Change the default file status settings

PDF WaterMark Settings
Create, edit, or delete PDF watermarks

System Archives
Create new archives; view/export archived materials

Printer Settings
Set the printers that users can use

Group Management
Create, modify, or delete groups of registered domain
memnbers

Retention Management
Define and review file and folder retention policies

Domain Management
Create and manage system domains

¥Yersion Management
Create and configure version control cycles

LAN Folder Mapping
Map a remote LAN drive

Server Configuration
Canfigure Email, FTP, and FAR server settings; designate
server disk storage

System Audit Reports
Wiew comprehensive reports of domain activity and resource
usage

License Management
Maodify license password settings

Message Template Settings
Change the user creation notification message termnplate

Figure 3: OpenEDMS Administrative Tools

All of the administrative tools are accessible to you directly from within the web browser.

Note: once you have created users in the system, they too will have access to some of the
administrative tools if you have identified them as Admin users; all other users are

restricted from accessing these tools.



3.1 USER MANAGEMENT

When OpenEDMS is first installed, it is initially accessible only by a single user: the
System Administrator. Once logged in, you can create new domain members by
selecting User Management from the Administrative Tools.

Registered Users: 1853 Current Sessions: 1

Login ID User Name User Type Expiration Status Group Damain

faisal Faizal Muhamad Regular Active OpenEDME
00374548 maurizio minichini Regular Active OpenEDME
12345 Zdenko Adelsberger Regular Active OpenEDMS
SMSSDEME Hark KAUER Regular Active OpenEDMS
G9z64ahmedsalan  shwed salam Reqular Active OpenEDMS
ELELS Phawat Wongsook Reqular Active OpenEDMS
972446 Zeggie Marsmag Regular Active OpenEDME
a.zandhery Andre Zandberg Regular Active OpenEDME
aska AKINDELE ARIKAWE Regular Active OpenEDME
haromenderson  Aaren Anderson Regular Active OpenEDME
aboZ058 avdhut chavan Regular Active OpenEDME
abdelal abdelal shmed shmed Regular Active OpenEDME

M4 123456M0 M

Lagin ID First Narne Last Name Group Email Diornain

[ [ = OpenEDMS
Search Reset ‘

Create | Create from Ternplate | Motify ‘ Back |
Delete | Suspend | Activate | | Delsgate || Set Password |

Figure 4: User Management
OpenEDMS supports three categories of user:
1. System administrator
2. Domain administrator
3. Regular user

The System administrator has full control of and access to OpenEDMS. Domain
administrators have full access to, but limited control of OpenEDMS. Regular users are
able to log in to OpenEDMS but have no other access other than that provided by the
domain administrator through ACL permissions. The domain administrator can assign a
limited set of admin functions to regular users on an as needed basis. For example, a
regular user can be designated to act as the user group manager.

From the User Management dialog, you can create, suspend, delete, or delegate domain
members and modify the password settings of existing members.

Note: users can modify their own passwords by clicking on their login name at the bottom
centre of the OpenEDMS window (for example, System Admin @ OpenEDMS,).

You can also view detailed member profile information by selecting a registered user 1D
and clicking View Profile (double-clicking on the user ID will also bring up the
corresponding user profile).

In order to facilitate domain management and configuration, you can designate other
registered members as domain administrators by selecting a registered user ID and
clicking Delegate. Domain administrators have access to nearly the entire range of
administrative tools within their assigned domains (excepted are: CA Certificate
Management; Domain Management; System Configuration; and License Management).

OpenEDMS Administrator Guide
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To designate a domain administrator, double-click on the user ID to access his or her
profile and click Set as Admin (administrative privileges can subsequently be revoked by
clicking Unset as Admin).

Additionally, groups or individual users can be appointed as administrators of particular
folders. All individuals assigned admin-level folder access can control the folder’s security
settings by assigning or revoking user permissions. To establish a group or user as a
folder administrator, select the Admin option from the Access Control dialog.

At the top of the User Management window are two information items:
1. Registered Users: identifies the total number of users registered in the system.
2. Concurrent Sessions: identifies the total number of users currently logged into the
system. This number cannot exceed the number of concurrent user licenses you
have purchased.

To create a new user:
1. Click Create on the User Management window. The Create New User dialog is
displayed.

Login ID: Validate Your information will be kept secure, Please

review our Privacy Paolicy and Security
Password: | Staternent for more information,

Confirmation: |

EDMS Domain: Seleted

»
>
<
E

QpenEDMS Training

AD User: | R

AD Domain: I:zz = Account Number:
Default .

Domain: | %

First Name: ’— Last Name: ’—
Email: l— Phone: l—
Fax: ’— Position: ’—
Company: ’— Address: ’—
City: ’— State /Province: ’—
Postal Code: ’— Country: Im

Expired Date: E [T send Email to user

Copy from Template ‘ Savel Reset| Cancel |

Figure 5: Create New User Profile

2. Enter the login ID. If you are using Active Directory to authenticate user IDs, click
the Validate button to authenticate the login ID in the Active Directory.

Enter the login password. Re-enter the password to confirm.

Select the OpenEDMS Domain(s) to which the user will have access.

Indicate whether or not the user is an Active Directory (AD) user.

If the user is an AD user, select the AD Domain in which the user is registered.

N o o o

If you are giving customers limited access to OpenEDMS, you can optionally enter
an Account Number for them.
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Identify the OpenEDMS Default Domain for the user. The domain you specify here
is the domain to which the user will by default log into. If a user has permission to
access multiple domains, they can select a different domain from the drop down list
when they log in or whenever they are in OpenEDMS.

1. Enter the user’s First Name.

2. Enter the user’s Last Name.

9. Enter the user’'s Email Address.

10. Enter the user’'s Phone number.

11. Enter the user’s Fax number

12. Enter the user’s job Position.

13. Enter the name of the user's Company.

14. Enter the Address of the company.

15. Enter the City in which your company is located.
16. Enter the State in which your company is located.
17.Enter the Postal Code.

18. Select the Country in which the company is located from the dropdown list.

19. Enter the date on which the user login ID and password will expire, if applicable.
For example, you can allow a user temporary access to an OpenEDMS domain so
that they can perform some specific task, when the task is completed in the given
timeframe, OpenEDMS can automatically lift access permissions.

20. Check the Send email to user to send an email to the user informing them that
they are now registered in OpenEDMS and what their login ID and password are.

21. Click Save to create the new user profile. Click Reset to delete all field entries.
Click Back to return to the User Management window. Click Cancel to return to
the User Management window without creating the new user profile.

To change user profile information:

1. Click on the username@domain name (for example, Jill@Demo) at the bottom of
the OpenEDMS window. The User Profile dialog is displayed.

Note: regular users cannot change some of the information in this dialog; only a
system or domain administrator can change them.

OpenEDMS Administrator Guide
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User Profile

Phone!

Login 1D '7 Walidate
First Mame: |
Last Mare: |
Ernail: |
Mew Password: |
Confirmation: |
Registration Date : Z005-08-16 13:27:27 .42 Update
Company! [
Jab Title: | Signature
Address: |
City: [
State: | Upload Draw
Postal Code: |
Country: [canaoa =l
|
|

Fax:

File Browser Display Settings: Modify
working Folder: |C:\

Expiration: Z006-12-08
Session Tirmeout: Undefined
Request Certificate | Set as Termnplate ‘

Copy | Update Reset | Back |

Figure 6: Change User Profile

2. Enter your login ID. If you are using Active Directory to authenticate user IDs, click
the Validate button to authenticate your login ID in the Active Directory.

Enter your First Name.

Enter your Last Name.

Enter your Email Address.

Enter your new Password. Enter it again to Confirm.

N o o ko

The Registration Date identifies the date you were first registered in OpenEDMS.
You cannot change this date.

8. Enter the name of your Company.

9. Enter your Job Title.

10. Enter the Address of your company.

11. Enter the City in which your company is located.

12. Enter the State in which your company is located.

13. Enter the Postal Code.

14. Select the Country in which your company is located from the dropdown list.
15. Enter the Phone number of your company.

16. Enter your company’s Fax number.

17.Click Modify to change your default file browser settings.

18. Enter your Default-Working Folder. Whenever you download documents to your
local machine they will be downloaded to your working folder.

19. Expiration identifies the date your login ID and password expire. You cannot
change this date.

OpenEDMS Administrator Guide
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20. The Session Timeout value identifies the length of time, in minutes, in which the
session will timeout. You cannot change this value.

21.Click Update to save any changes you made. Click Back to return to the window
from which you accessed the View User Profiles dialog.

22.Click Request Certificate to open the CA Certificate dialog in which you can
request a CA Certificate for yourself. You only need to do this once. If you attempt
to do it a second time, you will receive a message informing you that you already
have a valid certificate. You can use the CA Certificate to digitally sign documents
in OpenEDMS as part of workflow task processing.

23.Click Set As Template to use this user profile as a template from which to create
additional user IDs. Whenever you create a user profile from a template, this
generic user profile will serve as the template.

24.Click Copy to copy your user profile information into a Create New User Profile
window. This action does not use your user profile as a template.

25.Click Update below the photo to add/change the photo that is displayed in
OpenEDMS.

26.Click Upload Draw to add/change the signature that will be used when you sign
documents in OpenEDMS.

Note: only admin users can access the Set as Template or Copy buttons.

3.2 GROUP MANAGEMENT

You can create groups comprised of any number of registered domain members
assembled under a common name, for example the project review group. Whenever a

group is selected as the target of any action or operation, all group members will be
affected uniformly.

Administrators can add any number of new members to an existing group and individual
users can be added to any number of existing groups.

The system automatically creates an All Users group for each new domain; all users

registered in the domain — as well as all new users subsequently created — are
automatically included.

Registered Groups: 8

Group Name Description

Accounting Accounting group

Admin Admin users

All Tsers All Tsers

Human Resources Human Resources group

Managenent Management UsSers

Honitors Workflow monitors

Reviewers Workflow document reviewers

Subnitters Workflow document submitters
Mew | Edit | Delete | Back |

Figure 7: User Group Management
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To create a new user group:

1. Click New on the Group Management window. The Create New Group dialog is
displayed.

rGroup

Group Name: |

Description: |

Members:

AddUser| Remove |

Save | Cancel |

Figure 8: Create New User Group
2. Enter the Group Name.
3. Enter a Description of the group.

4. |dentify the Members of the group. Click the Add User button to open the Person
Search dialog in which you can select the members of the group. When you have
selected all of the members, click Close to return to the Create New Group dialog.

5. If you need to remove an individual from the group, select the member from the list
and click remove.

6. Click Save to create the new group or Cancel to return to the Group Management
window without creating the new group.

To edit an existing group:
1. Select the group and click Edit. The Edit Group dialog is displayed.

2. Make the necessary changes and click Save to save the changes or Cancel to
return to the Group Management window without saving the changes.

To delete an existing group:

3. Select the group and click Delete. The selected group is removed from the list of
available groups.

3.3 DOCUMENT CLASS DESIGN & METADATA MANAGEMENT

System and domain administrators can develop a domain-based document index
comprised of any number of user-defined document classes, each distinguished by an
associated series of custom metadata attributes.

Existing document classes can be assigned to particular folders so as to define and delimit
their intended content: only the folder’s assigned document class(es) will be available for
use when new files are uploaded to the directory, ensuring that only certain types of
documents can be created in certain folders.

A default document class can also be selected so that any file uploaded to the directory
will automatically assume the metadata property fields of the selected class.
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Document classes allow you to sort/group documents based on similar characteristics.
Document classes, in addition, control the folders in which documents can be stored, the
retention policy of the document, and access permissions based on the folder in which the
document can be stored.

Total Number: 62

Document Classes Description

Banking Info 1=
CERT ipp. Test Group Specific Test group data of an application to o
CI Application Confidential Data

Crp Certification Preview Material

Client Profile Sample document type

Confidentiality Agreements Mandatory Confidentiality Agresments 5@

Customer Files

Device Bpecifications Sanple metadata

Document Properties WMord Properties

Emjission Durability Plan Enission Durability Test Plans

Enission Label Format Marmafacturer emissions label format
Family Tree

General Document

Image Gallary

Insurance doc

Letter of Intent MFR intent to certify eng for sale in Id

e | Edit | Delete | Back |

Figure 9: Document Class/Metadata Management
To create a new document class:

1. Click New on the Document Class Management dialog. The New Document
Class dialog displays.
Metadata

Type ID:|570

Document Ela“:llr-\uc.icc

Description: | 1pwq{me Typs Documents

Select Template File: | Invoice Template _:_l
Metadata Name Format
Elm'mr.e Nurnber |Tert _v] g |IT Required “
\Invoics Date | Date =] 4de| T required )
iRI:GiUII selections =]l Add [T required &5
\agent [member =] 200 | T Required b
Add Row | Save ] Back

Figure 10: Create New Document Class/Metadata
2. Enter the name of the document class in the Document Class field.
3. Enter a brief Description of the document class.

4. Define metadata elements for the document class by entering a Metadata Name,
choosing the Format of the metadata, and indicating if the metadata element is
Required entry. If you select Required, users will be prompted to enter a value in
this field whenever they assign the document class to a document.

Metadata are an essential component of document management: they not only
provide a stable framework for a document index, but ensure that unstructured
content can be streamlined and systematized according to any number of user-
defined criteria.
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Metadata can be used to classify and distinguish documents on the basis of their
business function while serving as useful properties for precision searches: if a
particular document class is selected when conducting an advanced search, any
document belonging to the selected class can be searched by any of that class’s
assigned metadata property fields.

Metadata attributes can be any one of the following data types:

e Text: free text strings can be used to describe metadata fields, such as title,
subject, name, etc.

Date: the field value must be a valid calendar date.

Number: the field value must be a digital number.

Member: the field value must be a registered domain member.
Selections: the field value must be from the list of customized selections.

Note: if you choose Selections as the Format Type an additional button is
displayed, Add. Click Add to display a dialog in which you can enter the values to
be included in a drop down list for the metadata element.

5. To define additional metadata elements, click Add Row.

6. To delete a metadata element, click the Delete Row icon .

7. Click Save to save the new document class or Back to return to the Document
Class Management window without creating the new document class.

To edit a document class:

1. Select a document class from the list and click Edit. The Edit Document Class
dialog is displayed.

2. Make the necessary changes and click Save to save changes to the document
class or Back to exit without saving the changes.

To delete a document class:
1. Select the document class from the list and click Delete.

3.4 RETENTION POLICY MANAGEMENT

Retention policies define the length of time that documents stored in a specific folder or
belonging to a certain class will be retained in the system before they can be moved to the
archive or purged from the system. The OpenEDMS Retention Management function
enables authorized users to define delete, archive, and review policies for folders and
documents based on time and document classifications. The system will notify the
specified notification list (user and/or groups) by the given notification protocol (email or
instant message). To manage retention policies, select Retention Policy Management on
the Administrative Tools panel. The Retention Policy Management dialog is displayed.
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Retention Policy: 6

Name Duration Type Document Class

resumes & Months Delete Resumes

purchase order doc 1 Tear Archiwve purchasze agresment
move folder test 1% Days Archiwve

invoices & Months Archive Invoices

hr docs 3 Months Delete Client Profile
confidentiality agree.. .3 Years Archiwve Confidentiality Agre

MNew | Edit | Delete | Shaw Resources| Back |

Figure 11: Retention Policy Management

To create a new retention policy:

1.

Click New on the Retention Policy Management dialog. The Retention Policy
dialog is displayed.

rRetention Policy

Name: |

Type: o By Folder [ By Document Class ‘
|12a =
Select Remove

For: @ archive ¢ Delste ¢ Review © Move to folder: |

Duration: & Day C week © Month © Year

Automatic Archive/Deletion: [~

Naotification List: [ Find Group --- =]/ Find User | Remove

Notify by: & Email " Instant Message ( Both

Save Back
Figure 12: Create New Retention Policy

2. Enter a Name for the new retention policy.

3.

In the Type field, identify whether the retention policy you are creating applies to
Folder(s) or to a specific Document Class. If you select Folder, you can apply the
retention policy to any folder in the OpenEDMS repository. If you select Document
Class, the retention policy will apply to all folders / files with the specified document
class.

If you select Document Class, select a document class from the dropdown list and
click Select to define the document class for the retention policy. Click Remove to
remove the selected document class and choose a new one from the drop down.
Once you have chosen a new document class, click Select.

Select the Disposal Method for resources with this retention policy: Archive,
Delete, Review, or Move to Folder. If you select Archive, resources with this
retention policy will be moved to the archive when the retention policy expires. If
you select Delete resources with this retention policy will be deleted when the
policy expires. If you select Review a message will be sent to the groups/users
identified in the Notification List, that the retention policy has expired and that they
must review the resources to determine their disposition. If you select Move to
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Folder, resources with this retention policy will be moved to the folder you identify
here when the policy expires. Resources are moved at the time specified by the
value identified in the System Timer field.

Identify the Duration of the retention policy in days, weeks, months, or years.

ldentify whether you want OpenEDMS is to automatically execute the retention
policy’s disposal method (archive or delete) upon its expiration. If you do not check
this box, OpenEDMS will notify the individual(s) identified in the Notification List
below, that the retention policy is about to expire and that he / she / they must
archive or delete the resources involved.

In the Notification List, select a user group, groups, or individual user(s) to whom
notification is to be sent when the retention policy is about to expire.

Select the method by which those in the Notification List are to be notified: Email,
Instant Message, or Both.

Click Save to save the retention policy or click Back to return to the Retention
Policy Management window without saving any changes.

To edit an existing retention policy:

1.

Select a retention policy from the list of retention policies and click Edit. The Edit
Retention Policy dialog is displayed.

2. Make the necessary changes and click Save to save changes to the retention

policy or click Back to return to the Retention Policy Management dialog without
saving any of the changes.

To delete a retention policy:

1.

Select a retention policy from the list of retention policies and click Delete. The
selected retention policy is deleted from the list.

To view resources assigned a selected retention policy:

1.

Select a retention policy from the list of retention policies and click View
Resources. The Retention Policy Resources dialog is displayed.

Retention Resources Panel

Policy Mame: Research Agreement Duration: 1 year(s) Disposal Method: archive Retention Type: Research Agreement (class
name)

Name Creation Date Remaining
Days
™ “\Roots\Researd| h agreemen ts 2006-05-29 362 Active
I “WRoots\Researd h Agreemen tshreseardt h_agreement t_millenium doc 2006-05-29 362 Active

™ “\Roots'\Research Agreementsiyresearch_agreement_becton_dickson.doc 2006-05-29 362 Active
[T “\Roots\Research Agreementsiresearch_agresment_cell_signalling.doc  2006-05-29 362 Active

Executs Policy | | Cancel Policy | Back |

Figure 13: View Retention Policy Resources

This dialog displays status information relating to each of the resources having that
retention policy. The information displayed includes:

¢ Name of the resource
e Creation Date of the resource
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¢ Remaining Days until execution of the retention policy’s disposal method
e Current Status of the resource.

2. Select a resource from the list and click Execute Policy to execute the disposal
method of the policy.

3. Select a resource from the list and click Cancel Policy to cancel the policy for the
resource.

4. Click Back to return to the Retention Policy Management dialog without making
any changes.

3.5 SYSTEM PERMISSIONS

When you first access OpenEDMS, only the System Administrator has any access to
the features and functions in the system. The System Administrator can create users in
the User Management module and assign them permission to access system related
functions in the System Permissions module. Users only have access to the system
permissions assigned to them. Authorized administrators can edit assigned permissions
when necessary.

Administrative Tools > Operation Management

(== Use the list below to manage the Operation Access of
ﬁJthe Document t Management System

The Number of Assigned Operation Groups/Users: 21
Type Name

Member: Ivonne

Member: alain
Member: hlewis
Member: Dehah
Member: davidi =l

wew || Edit || Delete || Back |

Figure 14: System Permission Management

In order to prevent unauthorized system activity, the range of actions and operations
available to general end-users is, by default, strictly limited.

System and domain administrators can assign domain members access permissions on a
folder-by-folder basis, but it is also possible for administrators to enable greater end-user
autonomy by delegating select groups or users authority to perform any of the following
system operations:
e Archive Manager: to consign selected repository resources to the system archives.
e CA Certificate Management: to create, manage, or import CA certificates.
e Create File Templates: to create new template documents or to establish existing
documents as template types.
e Delegate Users: to login as another domain member.
¢ Domain Management: to create, enable, or disable system domains.
¢ LAN Folder Mapping: to enable remote access to the contents of one or more
folders stored on a connected LAN drive.
e Fax Files: to forward repository documents to an external fax machine.
e Group Management: to create groups of registered users, change group names,
add or delete group members, or delete groups.
e License Management: to modify license password settings.
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e Message Management: to create and publish internal and external messages on
the News Board.

e Metadata Management: to design new document classes using custom metadata
attributes.

e OpenEDMS Desktop Login: to use the OpenEDMS Desktop application to upload
directories and batch files to the server. Refer to the OpenEDMS Desktop Guide
for more information.

e Operation Management: to perform any of the system operations enumerated
here.

¢ Retention Policy Management: to define new document or folder lifecycles.

e Send to All: to forward documents to the All Users group.

e System Configuration: to configure email, fax, and ftp servers, local disk drive
settings, and browser time out values.

e System Report Management: to view audit reports of domain activity and resource
usage.

e System Theme Management: to change system display settings (colour scheme,
logos, etc.)

e User Management: to create new users, suspend or delete existing users, and to
reset user passwords.

e Version Management: to create and configure version cycles for phase-based
document development.

e  Workflow Management: to create, modify, activate, or suspend workflow process
plans.

To assign new system permissions to a user group/user:

1. Click New on the System Permissions Management dialog. The Add Operation
dialog is displayed.

rOperation

Select User = x
i Gruup:l"F'”d Group-- x| # Find User

User/Group Name:lJUhn

Assigned Actions: [yncpTvE ManacER
RETENTION_MANAGEMENT

Assign Action Drop Action |

System Actions: [npExpLORER_MANAGEMENT =
OPENEDHS_DESKTOP_LOGIN

OPERATION MANAGEMENT
PDF_WATERMARE_SETTING
RENAME_WORKFLOW_RPOCESS
REPORT_MANAGEMENT _|
REPORT_OPERATION

REPORT USER

SAVE_PRINTERS =

Save Cancel
Figure 15: Assign System Permissions
2. Select a group from the Group dropdown list or click Find User to open the Person

Search dialog in which you can select the user(s) for whom system permissions are
to be defined.

3. In the Assigned Actions scroll list select the systems actions for which permission
is to be granted and click Assign Action.
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4. To remove Assigned Actions from the user group/user(s), select the actions from
the Assigned Actions scroll list and click Drop Action.

5. Click Save to save the new systems action permissions or Back to return to the
System Permissions Management dialog without saving the changes.

To edit system permissions for a user group/user:

1. Select the user group and/or user from the list and click Edit. In this dialog you can
Assign Actions to the selected group/user or Drop Actions.

- Operation
UserfGroup Name: davidf

Assigned Actions: [3ocHTyE MamacED a0
Ci_CERTIFICATE_MANAGEMENT
CREATE_FILE_TEMPLATE
DELIGATE_OPERATION
DOMAIN_MANAGEMENT
DRIVEMATPING MAHAGEMENT
FAX_FILE
FILE_STATUS_SETTING
CROUP_MAHAGEMENT
LICENSE_MANAGER =l

Bssign Ackion Drop Action |
System Actions: ADCHIVE MANAGER s

CA_CERTIFICATE_MAMAGEMENT
CREATE_FILE_TEMFLATE
DELIGATE_OPERATION
DOMATN_MANAGEMENT
DRIVEMAPPING MAHAGEMENT
FAX_FILE
FILE_STATUS_SETTING
GROUP_MANAGEMENT
LICENSE_MANAGER =l

Save | Cancel |

Figure 16: Edit System Permissions
To delete system permissions from a user group/user:

1. Select the user group and/or user from the list and click Delete. The specified user
group/user is removed from the system permissions list and no longer has any
access to system related actions in OpenEDMS.

3.6 DOMAIN MANAGEMENT

Domains are top-level structural units intended to organize groups of related users and
relevant documents according to their job or business functions.

Registered Domains: 93

Domain Name

Lowes EDHE Enabled = |

Medi EDME Enabled

NIGC EDMS Enabled

Nelson EDMS Display Enabled

NordicVaccine EDMS Display Enabled

OMERS EDMS Enabled

0% Limited EDMS Display Enabled

Omidnik EDME Enabled

OpenEDMZ Defsult  EDM2 Display Enabled

OpenEDME Test EDMS Display Enabled J

OpenEDME Training EDME Display Enabled

Phoenix EDME Display Enabled

Prime Soclutions EDME Enabled

PulselLearning EDMS Display Enabled

Que Pasa Media EDMS Enabled

ace EDMS Display Enahled =l
hew | Edit ‘ Disable | Enabls ‘ Back |

Figure 17: Domain Management

To ensure privacy of information, user IDs and passwords are valid only for those
domain(s) in which they are registered: users can only login to their assigned domain(s)
and all documents are domain-specific, stored, and manipulated independently of other
domains. The same user can be registered in multiple domains under the same login ID.

OpenEDMS Administrator Guide
21



To create a new domain:

1. Click New on the Domain Management window. The Domain dialog displays in
which you can define the new domain.

rDomain

Domain Name: |

Active Directory Domain: [l Walidate

Active Directory Host: |

LDAP Context: |

pefault Domain: [ Displa:,l-:r\7

FID Type: IEDMSID "l

Create | Cancel |

Figure 18: Create New Domain
2. Enter a Domain Name for the new domain.

3. Indicate if the new domain is to be integrated with your Active Directory Domain.
If you check this box, and click Validate, all registered users of the new domain will
be authenticated against your Active Directory.

4. If you are creating a domain that is to be integrated with an Active Directory
domain, enter the Active Directory Host server location.

5. If you are creating a domain that is to be integrated with an Active Directory
domain, enter the LDAP Context string containing server binding information.

6. Indicate if the new domain is to be the Default Domain for OpenEDMS. If you
indicate that the new domain is to be the default, it will be displayed whenever
users login to OpenEDMS.

7. By default, the new domain is Displayed. If you are setting up a multi-domain
environment, deselecting this checkbox will hide the domain from the list of
accessible domains.

8. In the FID Type dropdown select the file ID type to be used to automatically
generate ID numbers for your imported resources.

Once enabled, newly created domains will appear listed in the domain drop-down list on
the login screen.

3.7 WORKFLOW MANAGEMENT

Please consult the companion OpenEDMS Desktop Guide for detailed information on
creating, refining, and managing document workflow templates.

3.8 VERSION MANAGEMENT

Administrators and authorized users can create customized version cycles to facilitate
stage-based document development and revision.

Version cycles can be assigned to designated project folders so that all folder content will
automatically be subject to the selected version cycle settings.

To create a new version cycle:
1. Click on New to display the new version cycle dialog.
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rVersion Cycle

Name: |Magazine Article

Description: |Sarnp|e version control cycle

¥ Display Level
Level Level Name Level Prefix Description

i |Proposa| |P |Summary statement of focus or intention

|First Draft |D |Preliminar\,r draft

d
3 |Revised Draft |R |Revisi0ns
4 |Fina| Edit |F |Read\,r for distribution and publication

Add Row | Delete Row | Save | Cancel | Back

Figure 19: Create New Version Cycle
2. Enter a Name for the new version cycle.
3. Enter a brief Description of the new version cycle.

4. Enter the Level Name, Level Prefix, and Description for each level of the version
cycle.

5. Click Add Row to add additional levels to the version cycle.
6. Click Delete Row to delete a level.

7. Click Save to save the new version cycle and return to the Version Cycle
Management window.

8. Click Back to return to the Version Cycle Management window without saving
changes to the version cycle.

If the above Magazine Article version control cycle were applied to a repository folder,
each new file uploaded to that directory path would automatically inherit P71.0 (Proposal
—level 1.0) as its base version number. In the event of subsequent changes, the
version number would ascend as follows: P1.0 - P1.1 - P1.2-P1.3 ...

As soon as the file passes through the Proposal (P) phase and reaches the First Draft
(D) phase, the version level can be promoted so as to reflect the stage and status of
the document under development (i.e. P1.3 —D1.0).

Version cycles can also be applied to workflow templates so as to automate version
promotion. For detailed information, please consult the companion OpenEDMS
Workflow Guide.

To edit a version cycle:

1. Select a version cycle and click Edit to display the version cycle dialog in which you
can make the necessary changes.

2. Click Save to save changes to the version cycle.
To delete a version cycle:

1. Select a version cycle and click Delete to remove the version cycle. Deleted version
cycles will no longer be available for assignment to folders/files.

To suspend a version cycle:

1. Select a version cycle and click Suspend to suspend the version cycle. Suspended
version cycle cannot be assigned to folders/files.
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To define a default version cycle:

1. Select a version cycle and click Set as Default to set the selected version cycle as
the default for all documents imported into OpenEDMS.

2. Click Clear Default to clear the default version cycle. You can then select a
different version cycle as the default.

3.9 CA CERTIFICATE MANAGEMENT

A valid Certificate Authority (CA) certificate is required for PKI-based document encryption
and digital signatures. You can either import a commercial server certificate (e.g. Entrust,
VeriSign, etc.), or use the system certificate management tool to create self-signed server
certificates.

-Current Certificate Information

Issuer: =% College Strest
OlU=Certification Authority
O=altimate Systems Inc.
C=CA
CHN=DCF

¥Yersion: 3
Serial Number : 1135138518500
Signature Algorithm : MDSwithRSA
Yalid From : 01/24/2006
¥alid Until : 01/22/2016
¥alidity : The certificate is valid

Create New Certificate | Import Certificate | Biack

Figure 20: CA Certificate Management
To create a new certificate:

1. Click Create New Certificate on the CA Certificate Management window to
display the Create New Certificate dialog.

-Create Mew Certificate

Certificate Authoritie{CA) Name :* ||

CA email : |

Company :* |

Company Address :* |

Country : ICANADA B
Certificate Alias :* |

Key Password :* |

Key Password Confirm :# |

¥ certificate Password is the same as the key password

Certificate Password : |

Create | Back |

Figure 21: Create New CA Certificate
2. Enter the Certificate Authority (CA) name. This is a mandatory entry field.
3. Enter the CA email address
4. Enter the Name of your company. This is a mandatory entry field.

OpenEDMS Administrator Guide
24



5. Enter the Company Address. This is a mandatory entry field.

6. Select the Country from the dropdown list. This is the country in which your
company is located.

7. Enter the Certificate Alias. This is a mandatory entry field.
8. Enter the Key Password. This is a mandatory entry field.
9. Re-enter the Key Password to Confirm. This is a mandatory entry field.

10.Check Certificate Password is the same as the Key Password if the passwords
are the same.

11. Enter the Certificate Password.

12.Click Create to create the new certificate or Back to return to the CA Certificate
Management window without creating the new certificate.

import a certificate:

1. Click Import Certificate on the CA Certificate Management window to display the
Import New Certificate dialog.

-Import New Certificate

Choose certificate :* | Browse:

Certificate Alias :* |

Key Password :* |

¥ Certificate Password is the same as the Key Password

Certificate Password : |

Impart | Back |

Figure 22: Import New CA Certificate

2. Enter the name of the Certificate (directory path) or click Browse to open browser
in which you can select the certificate to import.

3. Enter the Certificate Alias. This is a mandatory entry field.
4. Enter the Key Password for the certificate. This is a mandatory entry field.

5. Check Certificate Password is the same as the Key Password if the passwords
are the same.

6. Enter the Certificate Password.

7. Click Import to import the new certificate or Back to return to the CA Certificate
Management window without importing the new certificate.
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3.10 LAN FOLDER MAPPING

You can use LAN Folder Mapping to allow remote access to a target folder stored on any
connected LAN drive in the OpenEDMS server environment. With the LAN folder mapping
utility, system administrators can make the content of a remote folder available to
authorized users directly from within the repository without having to import it.

Total Number:

Display Mame LAN Folder Description

Mew | Edit | Delete | Back |

Figure 23: LAN Folder Mapping Management
To map a new LAN folder:

1. Click New on the LAN Folder Mapping Management window to display the LAN
Folder Mapping dialog.

rLAN Folder Mapping

LAN folder Address:|

Display Name:|

Descriptiun:|

Save | Cancel |

Figure 24: LAN Folder Mapping
Enter the LAN Folder Address.
Enter the Display Name of the LAN folder.
Enter a Description of the LAN folder.

o &~ 0N

Click Save to save the new LAN folder mapping or click Cancel to return to the
LAN Folder Mapping Management window without creating the new LAN folder

mapping.
To edit LAN folder mapping:

1. Select a LAN folder mapping from the list and click Edit to display the LAN Folder
Mapping dialog in which you can make the necessary changes.
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To delete LAN folder mapping:

2. Select a LAN folder mapping from the list and click Delete to remove the selected
LAN folder mapping from the list.

Note: the mapped LAN folder will be available over the Internet as a public URL, folders
that contain sensitive documents or confidential information should not be mapped.

3.11 FILE STATUS SETTINGS

You can use the File Settings Status tool to define the various status levels that users
can apply to documents as they move through a workflow process. The statuses you
define here are available to authorized users in the Workflow Manager. For detailed

information on using file status settings, refer to the companion OpenEDMS Workflow
Guide.

System Reserved Status
Reserved Name Display Name

Approved Approwved
Distributed Distributed
Draft Draft
Pending Pending
RBejected Bejected

System Specific Setting

Reserved Name Display Mame

HrA Checked

Nsh Complete

Nsh For checking

N7/ Inwvalid

NS Other

NS Leceived

NS Deviewed
Edit Status

Display Mame: |

Add/Change | Delete | Reset | Back |

Figure 25: File Status Settings
To add a file status setting:

1. Enter afile status in the Display Name field and click Add/Change. Prior to clicking
Add/Change, you can click Reset to delete what you have entered in the Display
Name field.

2. Click Back to return to the Administrative Tools panel.
To change a file status setting:

1. Select a file status, enter a new Display Name, and click Add/Change. Prior to
clicking Add/Change, you can click Reset to delete what you have entered in the
Display Name field.

2. Click Back to return to the Administrative Tools panel.
To delete a file status setting:

1. Select a file status and click Delete.

2. Click Back to return to the Administrative Tools panel.
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3.12 SYSTEM CONFIGURATION

You can use the Server Configuration tool to:
Configure the outbound Email server
Configure the FTP server

Configure the FAX service

Configure Disk Drives

Configure the Default Panel Configuration
Set the default Browser Time Out Value
Set the Encryption password

rServer Configuration

Outbound Email server configuration
Qutbound Email server is used for file forwarding and outbound email
communication

FTP server configuration
FTP server iz used for batch file transferring

FAX server configuration
FaX server is used for document forwarding

Disk Drive configuration
Disk Drive is used for document storage

Default Panel Configuration
Set default login panel for the system

Default Browser Time Out
set default browser time out

System Timer
Set systemn timer for batch processing

Encryption Password
Set systern encryption file password

Back

Figure 26: Server Configuration Management

3.12.1 CONFIGURE THE OUTBOUND EMAIL SERVER

To define the outbound email server, click Outbound Email Server Configuration. The
outbound Email server is used to deliver workflow notification as well as to forward
documents to registered members or external parties.

-Outbound Email Server Configuration

Dutbound Email Server (SMTP) :* |

Reply-To Email Account :* |

Email Forward Subject : |

Multi Part Email : Ihtml .;l

Email Forward URL : |

Email Footer Message : |

¥ authentication required

Authentication User Name : |

Authentication Password : |

Save I Back |

Figure 27: Outbound Email Server Configuration

To configure the outbound email server:
1. Enter the Outbound Email Server (SMTP) address.
2. Enter the Reply-to Email Account.
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Enter an Email Forward Subject.

From the dropdown list select the Multi Part Email type: text or html.
Enter the Email Forward URL.

Enter the Email Footer Message.

Indicate whether or not authentication is required.

If you indicated that authentication is required, enter the outbound email server
Authentication User Name.

If you indicated that authentication is required, enter the outbound email server
Authentication Password.

10. Click Save to save the outbound email configuration or back to exit without saving.
3.12.2 CONFIGURE THE FTP SERVER

To define the FTP server, click FTP Server Configuration. The FTP server can be used
to transfer batch files from the OpenEDMS Desktop utility to the OpenEDMS server.

~FTP Configuration

FTP Server :* |

FTP Login : |

FTP Password

2
FTP Password Confirmation : |
2

FTP Upload Folder

Save I Back |
Figure 28: FTP Server Configuration

To configure the FTP server:

1.

o~ 0N

Enter the FTP Server address.

Enter the FTP Login ID.

Enter the FTP Password. Re-enter the password to confirm.

Identify the FTP Upload Folder.

Click Save to save the FTP configuration or Back to exit without saving.
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3.12.3 CONFIGURE THE FAX SERVICE

To define the Fax service, click FAX Server Configuration. The Fax service is used to fax
documents from the OpenEDMS repository. The fax modem must be installed on the
OpenEDMS server.

~FAX Configuration

FAX Allowed Files :
[separated by comma) |b<t’ dos, pdf

Maximum FAX File Size : [51zo00 B

FAX Default Mode : IEFaxService =l

FAX Modem Service Settings
FAX Port: |COM3

FAX Timeout : |SD

FAX Send Area Code : |F\TU1QD

FAX International Code : |011

EFAX Service Seftings
EFAX Email Account : |fax@a|timate.ca

Save | Back |

Figure 29: Fax Service Configuration

To configure the fax server:
1. Identify the type of FAX Allow Files, for example, PDF, TXT, or DOC.
In Bytes, identify the Maximum FAX File Size.
From the dropdown select the FAX Default Mode.
Identify the FAX Port used by the fax modem service.
Identify the FAX Timeout value of the fax modem service.
Identify the FAX Send Area Code of the fax modem service.
Identify the FAX International Code of the fax modem service.
If you are using the EFAX service, identify the EFAX Email Account.

© © N o g~ D

Click Save to save the FAX configuration or Back to exit without saving.
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3.12.4 CONFIGURE DISK DRIVES

To configure your disk drives, click Disk Drive Configuration. Disk Drive Configuration
allows administrators to designate the primary and secondary disk drives where
documents will be stored in the OpenEDMS server environment.

-DISK Configuration

Active Drive : |d:f’openedms.-’edrns.-’fi\es

Secondary Drives : |.f’opt/’edmsf’f\|652

Index Drive : [d:/openedms/edms/index

Index Name : |*.Ddf,*.txt,*.doc

Include Filter |

Archive Drive : |d:/openedms/edmsz’archive

OCR Drive : |d:/openedms]edms./fi\es

Save | Back |

Figure 30: Disk Drive Configuration

To configure the disk drives:

1.

Enter the address of the Active Drive; this is the primary location where files will be
stored on the server.

Enter the address of the Secondary Drive; this is the secondary location where
files will be stored on the server.

Identify the address of the Index Drive; this is the location where file indices will be
stored on the server.

Enter the Index Name.
Enter the Include Filter name, for example, *.pdf, *.ixt, or *. doc.

Enter the Archive Drive address; this is the location where archived files will be
stored on the server.

Enter the OCR Drive address; this is the location where the OCR engine is installed
on the server.

Click Save to save the disk drive configuration or Back to exit without saving.
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3.12.5 CONFIGURE THE DEFAULT PANEL CONFIGURATION

To define the default panel configuration, click Default Panel Configuration. You can
identify the panel that will display immediately after users log in to OpenEDMS.

Panel Name

File Browser Tree View
File Browser Flat Viewisystem default)
TMork flow Manager
Favorites
Administrative Tools
News Board

Sigmature Log

Search - S5imple

Search - Adwvanced

Mail Box

User Profile

Calendar

File Watch Li=st

Set As Default | Clear Default | Back |

Figure 31: Default Panel Configuration
To configure the default panel:
1. Select a panel from the list and click Set as Default.
2. Click Clear Default to remove the default panel.
3. Click Back to exit without changing the default panel configuration.

3.12.6 SET THE DEFAULT BROWSER TIME OUT VALUE

To define the default browser timeout value, click Default Browser Time Out. When the
active browser session times out, a session warning displays informing users that the
session will expire in x seconds. Users have the option of letting the session expire, of
logging out, or of keeping the session alive.

2 OpeneDis - Fle R nternet i -
Fie Edt vew Favo b

bk - - Q [A 4| Qearch GilFovories @Meda B[ B S A 69 &

ndtoss [8) o e

OpenEDMS
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BEEEE

Folder
Folder.
Folder
Folder
Falder
Folder

i ] ) o e i ]
o

Hi2345mM

|

[E1bone. [ [ @ locainranet 7
oot & 9 O DO @ || Bc| B mc| mc| @] (] Me o ] Elo] o e Awl s B[Es. [GHBB e

Figure 32: Browser Time Out Warning Message
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To set the session time out value:
1. Enter a value in minutes.

2. Click Save to update the session time out value or Back to exit this dialog without
saving changes.

-Browser Configuration

Session Timeout :* [30  minute(s)

Save | Back |

Figure 33: Browser Time Out Configuration

3.12.7 SET THE SYSTEM TIMER

The system timer allows you to set the time of day at which batch processing of OCR
scans, workflow notifications, retention policy expiration notifications, retention policy
folder moves, etc. will be executed.

r Timer Configuration

Set the time you want the system to start the batch processing.
Please use the format: HH:MM AM/PM, such as &:30 AM.

Start Time: ™ [10:30 pm | (HH:MM &M/PM)

The specified time will be used to execute the system batch processing daily,

Save | Back |

Figure 34: System Timer Configuration

To set the system timer:

1. Enter the time (HH:MM AM/PM) at which you want to daily execute all batch
processing.

2. Click Save to update the system timer value or click Back to exit this dialog without
saving the changes.
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3.12.8 DEFINE ENCRYPTION PASSWORD

OpenEDMS uses Password Based Encryption (PBE) to encrypt folders and files in the
OpenEDMS repository. OpenEDMS will use the password you enter here to automatically
encrypt and decrypt folders and files for authorized users. Authorized users do not need to
enter the password to view encrypted files; they only need have the required access
permissions.

rEncryption Password Configuration

Password: * |

Confirmation: * |

Save | Bacl |

Figure 35: Encryption Password
To define the encryption password:

1. Enter the password. The password can be of any length and combination of
alphanumeric characters.

2. Enter the password again to confirm.

3. Click Save to save the encryption password and return to the Server Configuration
window. Click Back to exit without saving the encryption password.

3.13 PDF WATERMARK SETTINGS

You can create, edit, and delete PDF watermark images. These watermarks can be added
to pdf documents distributed when a workflow process is completed.

 canfidential  draft o QpenEDMS O paid
1y e nEDHS
i -ﬁifj{,-‘ Foge "
LN v
PAID
O philips-pending

Create ‘ Edit | Delete ‘ Back | Test

Figure 36: Watermark Management
To create a new PDF watermark:
1. Click Create. The Watermark Image dialog is displayed.

Watermark

“Name:|

*Image File:| Browze. ..

Update Cancel |
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Figure 37: Create Watermark Image

Enter a Name for the new PDF watermark.

Enter the Image File you want to use or click Browser to select an image file.
4. Click Update to add the image to the list of available PDF watermarks or click

Cancel to return to the PDF Watermark Settings dialog.
To edit a PDF watermark:

1. Select a PDF watermark and click Edit. The Edit Watermark Image dialog is

displayed.

Make the necessary changes.

Click Update to save changes to the PDF watermark or click Cancel to exit the Edit

Watermark Image dialog without saving any changes.
To delete a PDF watermark:

4. Select a PDF watermark and click Delete. The selected PDF watermark is removed

from the list.
To test a PDF water

5. Select a PDF watermark and click Test. A sample pdf document is displayed
showing the PDF watermark. This sample is how documents will appear when they

mark:

are distributed from a completed workflow process.

5

k
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OpenEDMS: Document Management System Overview

OpenEDMS is a fiexible, robust & web-based Enterprise Document Management System designed to maximize the
integrity & accessibility of information by ensuring best practices, improving document workflow efficiencies,
eliminating reliance on paper based records, jo:meaningfully manage unstructured
information. OpenEDMS enables the u: ftion, archiving, workflow definition, &
distribution of any electronic document s & desktops.

The OpenEDMS core application consists| management b) document workflow

management, c) a desktop application and

a) OpenEDMS Document Managemel
fis module is an

controls &  impro

practices by autom:
management.

solution that simplifies,
siness  documentation
d document lifecycle

OpenEDMS Document Management
Features

+  Webbased / SSL-compliant
information into  an
sitory, while ensuring

si

*  Folderile Access control

= Active Dirzctory integration
Vi

OpenEDMS  streamlines projects of all types, enabling
organizations to securely create, edit, review, track, share
annotate, archive & distribute all of their electronic documents
including scanned physical files & image captures.

Platform independence, design flexibility, scalability & a
transparent web interface eliminate compatibility conflicts

Rt ensuring that OpenEDMS seamlessly integrates into any
- FTP support business environment as a natural complement. No client-side
«_Workaroup colaboration software is necessary & user-orientation is intuitive. Usina a
#) W 4] zofz ¥ M 85x11in O/A & <

Figure 38: Sample PDF Watermark

—

3.14 SYSTEM AUDIT

REPORTS

At any time, system administrators can review comprehensive system audit reports
containing precise and detailed information about all domain activity and resource usage.

Additionally, it is possible to view all activity within a fixed time frame by specifying an

exact or approximate date range.

In this way, every event or operation can be traced to its exact origin so as to ensure end-
user accountability and strict compliance with internal or external regulatory standards.
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For detailed information on OpenEDMS system audit reports, refer to the companion
OpenEDMS Reports Guide.

3.15 ARCHIVE MANAGEMENT

Rather than delete repository resources that have ceased, for the current time, to serve an
active purpose, you can consign selected resources to the system archives where you can
subsequently retrieve them, if needed. Archiving resources enables you to remove
outdated or inactive resources from the repository without the risk of irretrievably losing
them. Archives can also be used as backups to your document repository.

Export Docurnent Class | Import Document Class |

Current Archives: 20

Name Date Created= Created by Status
jacktest 2005-08-22 17:39:59.7 system Online =
jacktestZ 2005-08-22 17:42:48.503 systen Online
archivejack 2005-05-28 00:45:45. 327 jack Online
testl 2005-08-28 00:47:03.25 jack Online
archivejacea 2005-08-28 19:59:20.8% jack Online
archivetest 2005-08-28 Z0:01:20. 263 jack Online
createarchivetest 2005-08-29 11:36:27.31 system Online
createtest 2005-08-30 09:33:35.357 system Online
2005-08-30 2005-08-30 10:55:33. 367 system Online
tewp archive 2005-09-16 11:56:17.64 system Online
111111 2005-11-15 Z1:22:43.89 system Online
test 2005-11-21 13:47:52.873 system Online
archive test 2005-11-29 10:55:18.11 system Online o
asdfasdfasdfasdf 2006-01-21 16:39:E57.17 system Online
dcf 2006-02-06 15:41:06.873 davidf Online
W3My PublichFreditestingh... 2006-02-08 10:04:47.59 renwang Online |
Mew | Display | Export Archive ‘ Restare Archive |
Restore | Domain Purge | Systermn Purge | Export Domain | Back

Figure 39: Archive Management
To create a new archive:

1. Click Create on the Archive Management window. The Create New Archive
dialog is displayed.

Create New Archive

Name: |
Retain Archived Files in the Repository: [

Date Created: From [ Reset] To ] Reset

W
O T T T T
e rticd

CHAR1803-0rg DBF article gayan May 26, 2006
=a custornet detail Folder gayan May 28, 2006
My emailtest Folder renwang Nov 26, 2005
Mg Helpdesk Folder renwang Apr 18, 2006
l_,g invoices Folder davidf Apr 18, 2006
[T ;4  OpenEDMS Manuals Folder system Nov 16, 2005
=a Properties Folder system Apr 7, 2006
I =a purchase agreements Folder davidf May 2, 2006
l_"g Reference websites Folder | renwan g Nov 26, 2005
a8 Sales Mesting Forurn hemant Feb 1, 2006

4412 0l
archive All Resources | | archive Selected Resource(s) | | Back |

Figure 40: Create New Archive
Enter a Name for the new archive.

Select whether or not to Retain Archived Files in the Repository. If you check
this box, a copy of the selected resources will be stored in the archive; the originals
will remain in the document repository. The resources will continue to be displayed
in the File Browser.

4. Enter the Date Created range for the archive.
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5. In the displayed File Browser, select the resources to be archived and click Archive
Selected Resource(s) to archive only the selected resources.

6. Click Archive All Resources to archive all resources currently stored in the
repository. This allows you to create a back up of your domains for use in disaster
recovery procedures.

7. Click Back to return to the Archive Management window.
To display the contents of an archive:

1. Select the archive to be viewed and click Display. The Archive Information dialog
is displayed.

Archive Information

Name: OpenEDMS Manuals 190406
Status: Online
Date Created: 2006-04-19 15:35:21.043
Created by: davidf
Online Time: 2006-04-19 15:35:21.043

Back

Figure 41: Displaying the Contents of an Archive

2. You can navigate the archive information in the same way as you navigate the File
Browser.

3. Click Back to return to the Archive Management window.
To export an archive:

1. Select the archive to be exported and click Export Archive. When you click Export
Archive a message is displayed informing you that the selected archive has been
saved to the server.

Note: the System Administrator defines the default archive storage location on the
server in the Disk Drive Configuration function of the Server Configuration module.

To restore an archive:

1. Select the archive to be restored and click Restore Archive. The selected archived
resources will be copied to the repository in the specified location.

To export a document class:

1. Click Export Document Class on the Archive Management window. A text file
containing the document class listing is emailed to you. Click Back to return to the
Archive Management window.
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Document class file has been sent to you by email.

3 API Specification 1 DT3 o
3 API Specification 1 GDE

2 API Specification Version 2 Text true -J
il API Specification

2 API Specification Product Name 1 Selections true

3 API Specification 1 NIA

3 API Specification 1 NICG

3 API Specification 1 NIM

3 API Specification i NING

2 API Specification Version 2 Text true

il Auxiliary Engine Cooling Information relating to Engines' Auxiliary Cooling
method

2 Auxiliary Engine Cooling Manufacturer 1 Text true

2 Auxiliary Engine Cooling Year Submitted 2 Number true

2 duxiliary Engine Cooling Nuwber of applicable EFs 3 Nurber false

2 Auxiliary Engine Cooling List Engine Family Names 4 Text false

2 Auxiliary Engine Cooling Cooling method 5 Text true

2 Auxiliary Engine Cooling File ID Type [ SGelections true

3 Auxiliary Engine Cooling [ Comnon

3 Auxiliary Engine Cooling [ Engine Family

2 Auxiliary Engine Cooling Approval Number 7 Text false =

Back

Figure 42: Export Document Class
To import a document class:

1. Click Import Document Class on the Archive Management window. The Select
Document Class dialog is displayed.

Selete Document Class File:

[ Browse

Import Result:

Subrnit ‘ Cancel |

Figure 43: Import Document Class
Click Browse to select the document class file to import.
Click Submit to initiate the import of the selected document class file(s).

4. The Import Result field lists the document class file(s) that were imported to the
Document Class Management module.

5. Click Cancel to return to the Archive Management window.
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3.16 LICENSE MANAGEMENT

A valid license key password is required to activate the OpenEDMS server. In the License
Management module you can enter the OpenEDMS license. Click License Management
on the Administrative Panel to display the Activate License dialog.

Activate License .
Current License Info——

MacAddress: 001143e67fcc

HicenseElle: lim | ExpiredDate; MAA
“mctivate Password: User: 5000

Company:  asi

Actlvatel Reset | Back |

Figure 44: License Management

To activate the OpenEDMS server:

1. Enter the License File. Click Browse to locate the License File on your server. The
install package includes an temporary evaluation license file “asiedms.lic”. You can
find the file in the [openedms_install_directory]\edms\template folder. The
temporary evaluation license files is valid for three (3) months, for ten (10)
concurrent users.

2. Enter the Activate Password.

3. Click OK to enter/change the license password, Reset to empty the fields so you
can re-enter the password, or Back to return to the Administrative Panel without
changing the license password.

In the Current License Info panel, you will find current information regarding your
OpenEDMS license.

« MAC Address: This field identifies your server's MAC address. The license key is only
valid for this MAC address.

- Expire Date: This field identifies the date on which the license will expire. This applies
only to the temporary evaluation license.

« Concurrent Users: This field identifies the number of concurrent users supported by
your license.

- Company: This field identifies your company.
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3.18 MESSAGE TEMPLATE SETTINGS

In Message Template Settings you can define the default message sent to all users who
register in OpenEDMS. You can define a plain text message or add html code to the

message to define a specific look and feel,

Template:

particular to your organization.

<html>
<head:>

<title>OpenEDMS - Document Nanagement System</titlex
<meta http-squiv="Content-Type™ content="text/html; charset=utf-5">
</ heads>

<hody leftmargin="0" topwargin="0" mwarginwidth="0" marginheighc="0">

Dear §{firstName)},<br><br:>

Thank you for your insterest in OpenEDHI!
Eelow iz your account information:<br><br>
User Mawe: §{userMNawe}<br:

Pazzword: §{password}<br>

Domain HName: §{domainMName}<br><br:
Fegards, <br>

${msgFooterMsg) <br >

</body>

</html>

<brr<br>

Save

Preview ‘ Back

Figure 45: Message Template Settings

To create a message template:

1. Enter and format the message text.

2. Click Preview to see how the message will appear to recipients.

3. Click Save to save the message and

return to the Administrative Tools panel.

4. Click Back to return to the Administrative Tools panel without saving any changes

to the message template.

3.19 PRINTER SETTINGS

Printer Settings identify the system printers, which authorized users can use to print
documents. The printer is attached to a server and allows server-side printing.

System Printers

Registered Printers

Wikingston) Sausung ML-1Z50 FCL &
W\Montreal)Samsuny ML-1ZE0/ML-ZE0
Click to Comvert IT

hdobe IDF

Yikingston' Sansung ML-1250 PCL &
Yi\Montrealy Samsunyg ML-1Z50,/ML-250
hdobe PDF

Support Formats:*.gif,* jpg,*.png, *.pdf,* .html, * .htrn, * tet, * doc, *.xls, ¥ ppt, ¥ 4F

add | [ addall |

Save ‘ Delete | Back

Figure 46:

Printer Settings

System Printers lists all of the printers attached to the server.

users can print from.

Click Add to add a system printer to the list of Registered Printers that authorized

Click Add All to add all identified system printers to the list of Registered Printers.

Select a printer in the list of registered printers and click Delete to remove that
printer from the list of Registered Printers.
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5. Click Save to save changes to the System Printers Settings dialog.

6. Click Back to return to the Administrative Tools panel without saving and
changes to the System Printer Settings.

3.20 NEWS BOARD MANAGEMENT

OpenEDMS supports a news board in which users of OpenEDMS can create and
publish news items that can be published internally within OpenEDMS or externally on
the OpenEDMS website login screen.

To access News Board Management:

1. Click on News Board Management in the right side panel. The News Board
Management dialog is displayed.

~News Board Management—

Create News
Create Internal and External News

Yiew News
Wiew all Internal and External Mews

Back

Figure 47: News Board Management dialog

In the News Board Management module, regular users can create news items and
view all internal and external news.

Note: Regular users of OpenEDMS can only create news articles, they cannot publish
it to the system. Admin users can create and publish news.

To create news:
1. Click Create News. The Create News dialog is displayed.

rCreate News

Type: © Internal © External © Both

Subject: |

Content:

Submit | Back | | Publish

Figure 48: Create News dialog

2. Select the Type of news item you are creating: Internal, External, or Both.
Internal news (i.e. private) can only be seen by those logged in to OpenEDMS.
External news (i.e. public) can be viewed by anyone who visits the website,
regardless of whether or not they are a registered user. Both, publishes the
news internally and externally.

3. Enter the Subject of the news item.

Enter the Content of the news item.

5. If you are a regular user of OpenEDMS, click Submit to submit the news article
to review by the system or domain administrator. Click Back to return to the

»
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News Board Management dialog without submitting the news item to review. If
you are an admin user, click Publish to publish the news.

Note: Submitted news must be reviewed and published by an admin user.
To view news:
1. Click View News. The View News dialog is displayed. In this dialog you can

search for news based type, status, and date range. Admin users can also
update/modify news and publish it.

News Board Management > View News

Internal / External: Approved / Pending: Created From: To:
[alTypes =] Al Types = [o571e/z008 | & os/16/2008 | 2] search

Subject: test

some text
Tomislay Kapstanavic

Type: Both Message (Pending) Date: 05/16/2006 | Publish Update Delete

Subject: New System goes to live as of today

Its with great pleasure to welcome the everyone of employees of FFC to the new system that will help this
organisation in moving away from the manual files to the new file management system, successfully
implemented by MamarobaM Syterns Intergration. I hope evervane will enjoy working on our system and
access it sverywhere you are, I hope and wish that our relationship with you will go fram strength to
strength, Our technical team is on hand to assist everyone of you, should you experience any problem with
our system,

Marcel Toona
Together we'll beat all the odds
Kind Regards

Marcel Marmaroba Toona
CEO MamarohaM Sytems Intergration.

Type: External Message (Published) Date: 11/15/2005 | Update Delete

Figure 49: View News dialog
To publish news:
1. In the View News dialog, click the Publish button corresponding to the news
item you wish to publish. The news item is immediately published (internally,
externally, or both; depending on the specified Type).

To update news:

1. In the View News dialog, click the Update button corresponding to the news
item you wish to update/modify. The Update News dialog is displayed.

“Update News

Type: @ Internal © External © Both

Subject: |test

thizs a test news article

Content:

Submit | | Back

Figure 50: Update News dialog

2. Select the Type of news item you are creating: Internal, External, or Both.
Internal news (i.e. private) can only be seen by those logged in to OpenEDMS.
External news (i.e. public) can be viewed by anyone who visits the website,
regardless of whether or not they are a registered user. Both, publishes the
news internally and externally.

3. Enter the Subject of the news item.

Enter the Content of the news item.

5. Click Submit to submit the news item for review, or click Back to return to the
View News dialog without saving any changes to the news item.

»
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Note: If you click Submit, you then have to publish the news item from the View
News dialog.

To delete news:

1. Click the Delete button corresponding to the news item you wish to delete. The
news item is automatically deleted from the system. The View News dialog
refreshes automatically.

To search news:
You can search for news items based on news item type (internal, external, or both),
status (pending or published), and date range.

1. Enter your search criteria and click Search. News items corresponding to your
search criteria are displayed in the View News window.
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4. SYSTEM BACKUP AND RECOVERY

4.1 DATABASE BACKUP

OpenEDMS uses the MS SQL Server Backup Agent to perform the database
backup. In the EDMS server, the MS SQL Server Backup Agent can be configured
to automatically start the database backup process every day at a specific time,
such as 1:00 AM. The backup information will be saved into the target backup file,
for example, d:\openedms\database-backups\database.db file, which contains daily
incremental database information.

The tape backup process should save the d:\openedms\database-
backups\database.db daily and put it onto a permanent media weekly for system
recovery.

4.2 NATIVE FILE BACKUP

In the OpenEDMS Server environment, all of the native files (including all the
versions) are saved in the system active and secondary drives. These folders
should be stored on the tape daily and put onto permanent media weekly for
recovery purposes.

4.3 OPENEDMS APPLICATION BACKUP

The OpenEDMS system was installed in the EDMS server. The system binary files
are stored in the application server “webapps” folder. All its subfolders and files
should be backed up monthly to permanent media for recovery.

The system configuration file oe.cfg and system html template files from the
template folder and subfolders should be saved to a backup media. Since these
files are static, they only need to be saved once.

4.4 SYSTEM RECOVERY PROCESS

Altimate Systems can provide assistance to conduct OpenEDMS System recovery
provided all the backup files (Database backup, Native File backup, and application
backup) are available.

Client system administrators may also perform the backup process by:

a. Recovering the database to MS SQL Server using the database backup file.

b. Recovering the native files to the EDMS Server by copying the native file
backup to the target file folder

c. Recovering the OpenEDMS Application server to the application server by
copying the edms folder (including its subfolders and files) to the webapps
directory.

d. Copying the EDMS template files to the target template folder.

e. Copying the EDMS configuration files to the tomcat installation folder.
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5. FILE IDENTIFICATION

Every resource contained in the repository can optionally be tagged with a system-
generated, timestamp-based identification number assigned as a metadata property.

It is also possible for clients to implement their own File ID system by modifying the
OpenEDMS configuration file (oe.cfg) using a Java File ID API.

For example, a File ID with a new class called BarCodelD could be added to OpenEDMS
by modifying the oe.cfq file as follows:

FileIDMode=BARCODE
BARCODE=com.myco.BarCodeFid

The File ID class name BARCODE would then appear listed as an available option
whenever File ID is selected as a metadata attribute of a new document class.
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6. WEBDAV CONFIGURATION

WebDAV, or Web-based Distributed Authoring and Versioning, is a set of extensions to
HTTP protocol which allow users to collaboratively edit and manage files stored on remote
web servers in a familiar Windows environment.

To enable WebDAYV access to a remote OpenEDMS server from Microsoft Windows®,
open My Network Places and select Add a network place.

Add Network Place Wizard ]

Welcome to the Add Network Place
Wizard

Thiz wizard helpz vou sign up for a service that offers online storage space.
‘You can use this space to store, organize, and share pour documents and
pictures using only a Web browser and Internet connection

‘You can also use this wizard to create a shortcut bo a Web site, an FTP site,
or other netwark location.

To continue, click Nest.

Figure 51: Add Network Place Wizard

When prompted to select a service provider by the Add Network Place Wizard, click
Choose another location and enter a valid WebDAV URL followed by an active domain
name (e.g. http://www.openedms.com:80/edms/webdav/Demo).

Add Network Place Wizard x|

What is the addiess of thiz network place?

Type the address of the Web site, FTP site, or netwaork location that this shartcut will open.

Intermet or network address:

j Browse... |

“Wigw some examples.

< Back I et | Cancel

Figure 52: Define Network Location
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Enter a valid user ID and password (each of which must be registered in the target
domain) before specifying a name for the shortcut to the domain.

Once the WebDAV client has been properly configured, registered users can login to
OpenEDMS and directly access domain content from a familiar Windows environment.

The remote OpenEDMS server will be treated as a local network drive, which can be
opened at any time from My Network Places on the Windows desktop. For more
information on using OpenEDMS WebDAV, please refer to the companion OpenEDMS

User Guide.
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7. APPENDIX A. RELATED DOCUMENTS

e OpenEDMS User Guide

e OpenEDMS Installation Guide
e OpenEDMS Desktop Guide

e OpenEDMS Report Guide
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